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LAW AND THE REGULATORY AUTHORITY

Legislative framework

1 | Summarise the legislative framework for the protection
of personally identifiable information (PII). Does your
jurisdiction have a dedicated data protection law? Is the data
protection law in your jurisdiction based on any international
instruments on privacy or data protection?

In Canada, four private sector privacy enactments provide the frame-
work for the protection of PII. These are:
Canada’s federal Personal Information Protection and Electronic
Documents Act (PIPEDA);
the province of Québec's An Act Respecting the Protection
of Personal Information in the Private Sector (Private Sector
Act (QC));
the province of Alberta’s Personal Information Protection Act (PIPA
(AB)); and
the province of British Columbia’s Personal Information Protection
Act (PIPA (BC)).

PIPEDA governs the interprovincial and international collection, use or
disclosure of Pl by private sector organisations in the course of carrying
out commercial activities for profit. It also has application to employee
Pll in federally regulated organisations (such as banks, airlines, rail-
ways, and telecommunication companies).

PIPEDA also applies within all provinces and territories in Canada,
except Québec, Alberta and British Columbia. The Private Sector Act
(QC), PIPA (AB) and PIPA (BC) have been deemed substantially similar
to PIPEDA and as such PIPEDA does not apply to private sector
organisations carrying out commercial activities wholly within those
provinces.

While the Private Sector Act (QC), PIPA (AB) and PIPA (BC) have
each been deemed substantially similar to PIPEDA, there are differences
in the details of each. These provincial laws apply, generally speaking,
to all private sector organisations with respect to the collection, use and
disclosure of PIl in the course of carrying out commercial activities and
to employees’ Pll. The Private Sector Act (QC) also applies to the private
sector’s collection, use and disclosure of health PII.

Health information privacy legislation in the provinces of Ontario,
New Brunswick, Nova Scotia and Newfoundland, and Labrador have
been deemed substantially similar to PIPEDA and apply to health PII
within those provinces. In those provinces and territories where health
information privacy legislation has not been deemed substantially
similar to PIPEDA, both the provincial or territorial health information
privacy legislation and PIPEDA may apply.

Privacy matters involving public sector institutions are governed
by a variety of federal, provincial and territorial public sector privacy
legislative enactments.

www.lexology.com/gtdt

Certain provinces have enacted legislation recognising invasion of
privacy as statutory tort, while there are also various offenses within
the Criminal Code (Canada) regarding the invasion of privacy.

Data protection authority

2 | Which authority is responsible for overseeing the data
protection law? Describe the investigative powers of the
authority.

There is no single regulatory authority dedicated to overseeing and
enforcing data protection laws in Canada. The applicable regula-
tory authority varies based upon whether the matter is appropriately
covered by federal or provincial privacy laws.

While the Office of the Privacy Commissioner of Canada (OPC)
oversees and enforces PIPEDA, each province and territory of Canada
has a commissioner or ombudsperson responsible for overseeing and
enforcing its own provincial or territorial privacy legislation. In the case
of Québec, Alberta and British Columbia their privacy legislation is over-
seen and enforced by the Commission d'acces a l'information du Québec
(CAI), the Office of the Information & Privacy Commissioner of Alberta
and the Office of the Information & Privacy Commissioner for British
Columbia, respectively.

Under PIPEDA, the OPC has the power to investigate complaints
made by individuals. The OPC can also initiate an investigation based on
reasonable grounds to believe that a matter warrants it. Under its inves-
tigatory power, the OPC has the power to summon witnesses to give
oral or written evidence, inspect documents and compel the produc-
tion thereof, and inspect premises other than a dwelling house. The
OPC, upon having reasonable grounds to believe that an organisation
is contravening PIPEDA, has the authority to audit the organisation’s
Pll practices, including examining the policies, procedures and prac-
tices of an organisation, exploring the physical and security controls
of an organisation, and inspecting an organisation’s incident response
management protocols.

The CAl, under Québec's An Act Respecting the Protection of
Personal Information in the Private Sector, and the Commissioners,
under Alberta’s Personal Information Protection Act and British
Columbia's Personal Information Protection Act, each have similar
investigatory powers, and where necessary, the power to conduct an
inquiry. Following an inquiry, each also has the power to issue orders.

Cooperation with other data protection authorities

3 | Are there legal obligations on the data protection authority to
cooperate with other data protection authorities, or is there a
mechanism to resolve different approaches?

There are no legal obligations on Canadian data protection authorities to
cooperate with other data protection authorities. However, the OPC has
the express authority under PIPEDA to share information with provincial
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and territorial counterparts in the context of an ongoing or potential
investigation of a complaint or audit. Canadian privacy commissioners
and ombudspersons may also develop and publish joint publications or
guidelines related to the protection of PIl. The OPC may also share infor-
mation with a foreign data protection counterpart pursuant to a written
information sharing arrangement.

Breaches of data protection

4 | Can breaches of data protection law lead to administrative
sanctions or orders, or criminal penalties? How would such
breaches be handled?

In Canada, breaches of federal and provincial privacy laws can result in
sanctions or orders, or criminal penalties.

Under PIPEDA, certain breaches can, if an organisation is found
guilty, result in monetary fines. However, as it currently stands, the
OPC does not have the authority under PIPEDA to prosecute offences or
issue fines. As such, where it believes an offence has been committed,
the matter must be referred to the office of the Attorney General of
Canada, who, after its investigation, determines potential prosecution.

SCOPE

Exempt sectors and institutions

5 | Does the data protection law cover all sectors and types of

organisation or are some areas of activity outside its scope?
Canada’'s federal Personal Information Protection and Electronic
Documents Act (PIPEDA) does not cover any private sector, for profit,
commercial organisation operating wholly within the provinces of
Québec, Alberta and British Columbia, nor does it cover employee
personally identifiable information (PIl) of private sector, for profit,
commercial organisations that are not federally regulated. It also does
not cover organisations that are not engaged in for profit commercial
activities (such as, generally speaking, not-for-profits, charities and
political parties).

Organisations that collect PIl solely for ‘journalistic, artistic or
literary purposes’ are also exempt from PIPEDA.

Communications, marketing and surveillance laws

6 | Does the data protection law cover interception of
communications, electronic marketing or monitoring and
surveillance of individuals? If not, list other relevant laws in
this regard.

Electronic marketing is regulated by the Act to promote the efficiency
and adaptability of the Canadian economy by regulating certain activi-
ties that discourage reliance on electronic means of carrying out
commercial activities, and to amend the Canadian Radio-television
and Telecommunications Commission Act, the Competition Act, the
Personal Information Protection and Electronic Documents Act and the
Telecommunications Act and its regulations (as amended). This legis-
lation is commonly known as ‘Canada’s Anti-Spam Legislation’ (CASL).

PIPEDA will apply to the same activities where the processing of
PlIl'is involved.

Private sector privacy laws generally permit overt or covert video
surveillance and the recoding of phone calls, but both must be balanced
with an individual’'s right to privacy and to achieve a specific purpose.
As a general rule, organisations should consider less intrusive means
of achieving the same end before conducting video surveillance. In addi-
tion, certain provinces have enacted statutory privacy torts for violation
of privacy in which surveillance or the listening to, or recording of, a
conversation may be a violation of an individual's privacy.

Thompson Dorfman Sweatman LLP

The Criminal Code sets out privacy-related offences, specifically
the interception of communications and provisions governing how law
enforcement may obtain judicial authorisation to conduct electronic
surveillance for criminal investigations.

Other laws

7 | Identify any further laws or regulations that provide specific
data protection rules for related areas.

There are numerous federal and provincial laws that provide for
specific privacy and data protection rules and laws that apply to, among
other things, banking, credit unions, financial transactions, electronic
commerce, consumer credit reporting, health and health records or
data which contains specific confidentiality provisions concerning PlI
that is collected.

Pll formats

8 | What forms of Pll are covered by the law?

The basic concept in Canadian privacy law is that Pll is any informa-
tion, recorded or not, about an identifiable individual, regardless of what
format it may be held. Examples of Pl are:
age, name, assigned identification numbers, income, ethnic origin,
religion, marital status, fingerprints or blood type;
opinions, evaluations, comments, social status or disciplinary actions;
education, medical, criminal and employment histories;
information about financial transactions; and
employee files, credit records, loan records and medical records.

Extraterritoriality

9 | Is the reach of the law limited to PIl owners and processors
of Pll established or operating in the jurisdiction?

PIPEDA is silent as to its territorial scope. However, the Federal Court
of Canada has held that, in the absence of language clearly limiting its
application to Canada, PIPEDA can be interpreted to apply in all circum-
stances in which there exists a real and substantial link' between an
organisation’s activities and Canada.

Covered uses of Pll

10 | Is all processing or use of Pll covered? Is a distinction made
between those who control or own PIl and those who provide
PIl processing services to owners? Do owners’, controllers’
and processors’ duties differ?

Under PIPEDA, the organisation that determines the purpose of
collection and collects, uses and discloses the Pll is in control of that
information. The same organisation may also process the PII itself
or transfer it to a third party (either within or outside of Canada) for
processing. Even though PII may be transferred to a third party for
processing, it is the controlling organisation that remains in control of,
and is ultimately responsible for, the PII.

LEGITIMATE PROCESSING OF PII

Legitimate processing - grounds

11 | Does the law require that the holding of PII be legitimised
on specific grounds, for example to meet the owner’s legal
obligations or if the individual has provided consent?

In general, subject to limited exceptions, Canadian privacy legislation
requires organisations to obtain meaningful consent for the collection,

use and disclosure of personally identifiable information (PIl). What

Data Protection & Privacy 2021
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constitutes ‘meaningful consent’ is guided by seven principles designed
to ensure that the individual providing the consent has, among other
things, a clear understanding of the nature, purpose and consequence
of what they are consenting to, been provided information, in a clear and
comprehensible manner, about the organisation’s privacy management
practices, and been provided with a clear 'yes' or ‘no’ option.

An organisation cannot not require consent as a condition for
providing a product or service, beyond that required to fulfil an explicitly
specified and legitimate purpose. The form of consent, whether express
or implied, may vary depending on the nature of the PIl and the reason-
able expectations of the individual. Individuals may withdraw consent
at any time, subject to legal or contractual restrictions and reason-
able notice.

Legitimate processing - types of Pll

12 | Does the law impose more stringent rules for specific types of
PlI?

Privacy legislation generally states that the more sensitive the PII, the
greater the security safeguards required to protect it. Legislation does
not always specifically state what types of security safeguards ought
to be implemented, but rather leaves it to an organisation to determine
what is appropriate in the circumstances. In addition, the vast majority
of provinces have health legislation that applies specifically to entities
that fit within the definition of ‘custodians’ or ‘trustees’ and have stricter
and more specific standards of security safeguards for health PII.

DATA HANDLING RESPONSIBILITIES OF OWNERS OF Pl

Notification

13 | Does the law require owners of Pll to notify individuals whose
Pll they hold? What must the notice contain and when must it
be provided?

Canadian privacy law is based on consent. As such, the obtaining of
meaningful consent, either express or implied, is necessary for an
organisation’s collection, use and disclosure of PIl. Accordingly, apart
from mandatory breach notifications in the event of a breach of secu-
rity safeguards that could reasonably create a real risk of significant
harm to an individual; or notifications that may be required pursuant to
a proposed transfer of personally identifiable information (PII) outside
of its jurisdiction, or a request to access information from an affected
individual, there is no law of general application that requires organisa-
tions to notify individuals whose PII they hold.

In the case of mandatory breach notifications, the notification must
be conspicuous and include enough information to allow the individual
to understand the significance of the breach to them and to take steps,
if possible, to reduce or mitigate the risk of harm.

Exemption from notification

14 | When is notice not required?

Apart from mandatory breach naotifications in the event of a breach
of security safeguards that could reasonably create a real risk of
significant harm to an individual; or notifications that may be required
pursuant to a proposed transfer of PIl outside of its jurisdiction, or a
request to access information from an affected individual, there is no
law of general application that requires organisations to notify individ-
uals whose PII they hold.

www.lexology.com/gtdt
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Control of use

15 | Must owners of Pl offer individuals any degree of choice
or control over the use of their information? In which
circumstances?

Generally, individuals have the right to acquire information as to an
organisation’s PIl handling practices and policies without unreasonable
effort. Individuals also have the right:

to gain access to their PII;

to know whether and what type of Pll is held;

a general account of the use and disclosure of their PII; and

the right to amend PII if it is inaccurate or incomplete.

Data accuracy

16 | Does the law impose standards in relation to the quality,
currency and accuracy of PII?

Canadian privacy legislation contains obligations for organisations
to ensure that the PII that it uses, collects and discloses is accurate,
complete and up to date, particularly where the information is used to
make a decision about the individual to whom the information relates or
is likely to be disclosed to another organisation.

Amount and duration of data holding

17 | Does the law restrict the amount of PIl that may be held or
the length of time it may be held?

Canadian private sector privacy legislation provides that the amount of
PIl that an organisation holds should be limited to what is necessary for
the identified purpose. Canadian privacy legislation also provides that,
absent any specific legislative requirements to keep the Pl for a certain
period of time, the PIl should be held only as long as is necessary to
fulfil its identified purpose and once it is no longer required to fulfil such
purpose it should be destroyed, erased or made anonymous.

Finality principle

18 | Are the purposes for which PII can be used by owners
restricted? Has the ‘finality principle’ been adopted?

Organisations are generally required to identify the purposes for
which PIl is collected at or before the time the information is collected.
Organisations shall also document such purposes in order to be trans-
parent about privacy practices. PIl must not be used or disclosed for
purposes other than those for which it was collected, except with the
consent of the individual or as permitted or required by law.

Use for new purposes

19 | If the finality principle has been adopted, how far does the
law allow for PII to be used for new purposes? Are there
exceptions or exclusions from the finality principle?

If an organisation wishes to use Pl in its possession for a new purpose,
it must obtain consent from individuals to use their PIl for the newly
identified purpose.

SECURITY

Security obligations

20 | What security obligations are imposed on PIl owners and
service providers that process PIl on their behalf?

Canadian privacy legislation requires that organisations imple-
ment reasonable technical, physical and administrative safeguards
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to adequately protect personally identifiable information (PII) against
loss or theft and from unauthorised access, disclosure, copying, use or
modification, regardless of the format in which it is held. Specific secu-
rity safeguards are generally not included in legislation and the onus
is placed on the organisation to ensure that, through the use of appro-
priate security safeguards, the Pll is adequately protected.

In assessing what constitutes ‘appropriate security safeguards’,
consideration must be given to the nature of the PIl and the harm
that might result from its loss, theft unauthorized access, disclosure,
copying, use or modification. As the sensitivity of the PIl increases, so
increases the assumed risk of harm, thereby increasing what consti-
tutes an appropriate level of security safeguards.

Where organisations engage service providers to process Pl on
their behalf, such organisations remain responsible for protecting the
PIl. They have an obligation to ensure, through contractual or other
means, that the service providers are themselves using appropriate
security safeguards to provide an adequate level of protection for the
PIl'in their possession.

Certain types of PIl, such as that related to health or financial
matters, may also be subject to industry specific legislation that imposes
specific security obligations on the owners of PII.

Notification of data breach

21 | Does the law include (general or sector-specific) obligations
to notify the supervisory authority or individuals of data
breaches? If breach notification is not required by law, is it
recommended by the supervisory authority?

Currently, Canada’'s federal Personal Information Protection and
Electronic Documents Act (PIPEDA) and Alberta’s Personal Information
Protection Act (PIPA (AB)) are the only jurisdictions containing manda-
tory breach notification requirements. Under PIPEDA, an organisation
that suffers a breach of security safeguards involving PIlI under its
control and that poses a real risk of significant harm to individuals, must:
report to the Office of the Privacy Commissioner of Canada (OPC);
notify affected individuals as soon as feasible; and
notify any government institution or organisation that it believes
can reduce or mitigate the risk of harm that could result from
the breach.

The report to the OPC must be made in prescribed form and the notice
to the affected individuals must contain the information set out in the
regulations.

Organisations under PIPEDA are also required to keep records,
in prescribed form, of all breaches of security safeguards involving Pl
under its control, and to provide the Privacy Commissioner with a copy
of such records on request. Those records must be kept for at least
two years.

The breach notification provisions under PIPA (AB) are very similar
to those under PIPEDA. However, there is no obligation to keep a record
of all security breaches.

INTERNAL CONTROLS

Data protection officer

22 | Is the appointment of a data protection officer mandatory?
What are the data protection officer’s legal responsibilities?
Canada's federal Personal Information Protection and Electronic
Documents Act (PIPEDA), Alberta's Personal Information Protection Act
and British Columbia’s Personal Information Protection Act expressly
require organisations to appoint an individual who is accountable for

ensuring compliance with the organisation’s data protection obligations

Thompson Dorfman Sweatman LLP

and who may, in turn, delegate some of his or her responsibilities to
others. Such individuals are typically referred to as the ‘chief privacy
officer’ or ‘privacy officer’, though the legislation does not prescribe
any particular title. They are generally accountable for an organisa-
tion’s policies and practices and is the designated individual to respond
to inquiries, complaints, and access requests. Currently, there is no
similar requirement under Québec's An Act Respecting the Protection
of Personal Information in the Private Sector.

Record keeping

23 | Are owners or processors of Pll required to maintain
any internal records or establish internal processes or
documentation?

Absent a breach of security safeguards, there is no specific record-
keeping requirement for private sector organisations, subject to
any industry specific requirements. In addition, certain provincial
health-related legislation requires maintaining records in certain
circumstances.

New processing regulations

24 | Are there any obligations in relation to new processing
operations?

Within the context of the private sector, there are no legal obligations
in relation to new processing operations, such as to apply a privacy-
by-design approach or carry out privacy impact assessments. However,
in the context of the public sector, certain of the provincial or territo-
rial privacy enactments require, in certain circumstances, that privacy
impact assessments be performed in the context of the design and
development of products and services.

REGISTRATION AND NOTIFICATION

Registration

25 | Are PIl owners or processors of Pll required to register with
the supervisory authority? Are there any exemptions?

As a rule, organisations that collect, use or disclose personally identifi-
able information (PIl) do not have a legal obligation to register with a
supervisory authority. Organisations that wish to use or disclose PlII,
without consent, for statistical or scholarly study or research purposes
must however notify the Office of the Privacy Commissioner of Canada
before such use or disclosure.

Formalities

26 | What are the formalities for registration?

No registration with a supervisory authority is required.

Penalties

27 | What are the penalties for a Pll owner or processor of Pll for

failure to make or maintain an entry on the register?

There is no register.

Refusal of registration

28 | On what grounds may the supervisory authority refuse to

allow an entry on the register?

There is no register.

Data Protection & Privacy 2021
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Public access

29 | Is the register publicly available? How can it be accessed?

There is no register.

Effect of registration

30 | Does an entry on the register have any specific legal effect?

There is no register.

Other transparency duties

31 | Are there any other public transparency duties?

Canadian privacy legislation, generally speaking, requires organisa-
tions to establish policies and practices detailing how the organisation
addresses privacy and related obligations under the various pieces of
legislation. While, for the most part, the legislation leaves the exact
nature of the policies and practices to the discretion of the organisation,
it is now accepted that, at the very least, an organisation must have a
public-facing privacy policy.

TRANSFER AND DISCLOSURE OF PlI

Transfer of Pll

32 | How does the law regulate the transfer of Pll to entities that
provide outsourced processing services?

Organisations are responsible for the personally identifiable information
(PI1) they collect, use and disclose, even when it is being transferred to
a third party. As such, while organisations are, in general, permitted to
transfer PII to third parties, without consent, they must ensure, through
contractual or other means, that a comparable level of protection is
afforded to the PIl when the PIl is processed by a third party. Moreover,
the PII can only be used by a third party for the purposes for which it
was originally collected and organisations must be transparent about
their information-handling practices.

Restrictions on disclosure

33 | Describe any specific restrictions on the disclosure of Pll to
other recipients.

The disclosure of Pll to other recipients generally requires the consent
of affected individuals. However, there are exceptions to the consent
requirement when disclosing PIl to comply with the rules of court
relating to the production of records, and where required or permitted
by law. When disclosing PIl in either context, the remaining require-
ments of the applicable privacy legislation still apply and organisations
must only disclose the PII in the manner and to the extent to which a
reasonable person would consider appropriate in the circumstances,
must limit the amount of Pl that is disclosed to that which is reasonably
necessary in the circumstances, and must appropriately safeguard the
transmission of the PII.

Cross-border transfer

34 | Is the transfer of Pll outside the jurisdiction restricted?

Neither Canada'’s federal Personal Information Protection and Electronic
Documents Act (PIPEDA) nor any other private sector provincial privacy
legislation expressly prohibit the transfer of PIl outside of Canada.
However, organisations are required to use contractual or other means
to provide the PIl with a comparable level of protection to that which it
would have received in Canada while the PII is outside the jurisdiction.
Moreover, the transfer of the PIl must only be used for the purposes for
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which the PIl was initially collected and organisations must be trans-
parent about their information handling practices, including notifying
individuals whose Pll is being processed that, among other things, their
data is being sent elsewhere.

Alberta’s Personal Information Protection Act (PIPA (AB)) contains
statutory requirements for the transfer of Pll outside of Canada. Under
PIPA (AB) an organisation intending to transfer PIl outside of Canada
for processing must first provide notice to individuals of its policy and
procedures addressing such transfers, and contact information of its
representative who can respond to questions regarding such activi-
ties. The organisation should also notify the individuals concerned that
transfers of data may be made.

The Québec's An Act Respecting the Protection of Personal
Information in the Private Sector (Private Sector Act (QC)) limits the
transfer of PIl outside of Québec to jurisdictions that have privacy
protection legislation in place equivalent to that which exists in Québec.

Alberta and Québec restrict the transfer of public sector Pl
outside of Canada and, in some instances outside these respective
provinces. With limited exceptions, consent of the affected individuals
being one, British Columbia and Nova Scotia prohibit government
institutions and Crown agents, as well as their service providers, from
transferring Pl outside of Canada. Nova Scotia and Newfoundland and
Labrador restrict the transfer of health PIl outside each respective
province.

In addition, the Private Sector Act (QC) requires public sector
organisations to consider the potential risks involved in transferring Pl
outside of Québec. If the information will not receive adequate protec-
tion, it must not be transferred.

Notification of cross-border transfer

35 | Does cross-border transfer of Pll require notification to or
authorisation from a supervisory authority?

Cross-border transfers of PIl do not require a notification to or the
authorisation of a supervisory authority.

Further transfer

36 | If transfers outside the jurisdiction are subject to restriction
or authorisation, do these apply equally to transfers to
service providers and onwards transfers?

To the extent that transfers outside of Canada are subject to obliga-
tions, such obligations apply equally to transfer to service providers and
onward transfers.

RIGHTS OF INDIVIDUALS

Access

37 | Do individuals have the right to access their personal
information held by PIl owners? Describe how this right can
be exercised as well as any limitations to this right.

Under Canadian privacy legislation, organisations must, upon request
and subject to limited exemptions, inform individuals of the existence,
use and disclosure of an individual's personally identifiable informa-
tion (PII), and must give them access to that information, including a
listing of the third-party organisations with whom the information has
been shared.

The right of "access” does not oblige an organisation to provide
copies of PIl records; rather, it requires the provision of access, which
may include viewing the records at an organisation’s offices. Generally,
an individual's request must be sufficiently specific as to allow an
organisation to identify the records.
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Canada

Under Canada’s federal Personal Information Protection and
Electronic Documents Act (PIPEDA) and British Columbia’s Personal
Information Protection Act (PIPA (BC)), an organisation must respond
to an access request no later than 30 days after receipt of the request.
Under Alberta’s Personal Information Protection Act (PIPA (AB)), an
organisation must respond to an access request not later than 45 days
after receipt of the request. Each of the Acts contains provisions enabling
an organisation, in certain circumstances, to extend the prescribed time
frame for a response by another 30 days. While the circumstances vary
slightly depending on the legislation, one common example is where
additional time is required to undertake consultations with another
organisation prior to responding to the request.

Under Québec’'s An Act Respecting the Protection of Personal
Information in the Private Sector (Private Sector Act (QC)), an organisa-
tion must respond to an access request no later than 30 days after the
date of the receipt of the request. Failure to respond within this time
frame is deemed to be a refusal to grant the request.

Under PIPEDA, PIPA (BC) and PIPA (AB) access must be granted
at minimal or no cost to the individual, and must make the information
available in a form that is generally understandable.

Under the Private Sector Act (QC) access must be provided free of
charge. However, a reasonable charge may be required from a person
requesting a transcription, reproduction or transmission of the Pl
in question.

The exemptions to the right of access vary amongst legislation and
need to be carefully considered. Examples of the statutory exemptions
include, but are not limited to, information subject to solicitor-client
or litigation privilege, confidential commercial information, informa-
tion about another individual, information that relates to national
security matters, and information generated in a formal dispute resolu-
tion process.

Other rights
38 | Do individuals have other substantive rights?

Generally, individuals have the following rights in relation to PIl held by
organisations:
to gain access to Pll, including whether and what type of Pll is held
and a general account of its use and disclosure;
to amend PII if it is inaccurate or incomplete,
to acquire information as to an organisations’ PIl handling prac-
tices and policies without unreasonable effort, including that Pll is
made available to related organisations, such as subsidiaries;
to withdraw consent at any time, subject to any contractual or legal
restrictions, reasonable notice. The individual must be informed of
the implications of withdrawal of consent; and
to make a complaint to the relevant privacy authority. Prior to
doing so, individuals should address privacy issues with the desig-
nated Privacy Officer or equivalent within the organisation who is
accountable for the organisation’s compliance.

Whether there is a General Data Protection Regulation (GDPR) type
‘right of erasure’ of Pl is currently unsettled in Canada.

Compensation

39 | Are individuals entitled to monetary damages or
compensation if they are affected by breaches of the law? Is
actual damage required or is injury to feelings sufficient?

Individuals affected by breaches of the law and seeking monetary
damages or compensation must seek redress through private legal
action. Such individuals may be entitled to monetary damages or
compensation for wrongful acts either under the common law or
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pursuant to those statutes that provide for a private right of action.
As a general rule, individuals must establish that they suffered actual
damages as a direct result of negligent actions in order to be successful.

Enforcement

40 | Are these rights exercisable through the judicial system or
enforced by the supervisory authority or both?

The rights of individuals affected by breaches of the law and seeking
monetary damages or compensation is exercisable primarily through
the judicial system. Typically, the civil penalties imposed by supervisory
authorities are not paid directly to aggrieved individuals, but there are
exceptions.

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions

41 | Does the law include any derogations, exclusions or
limitations other than those already described? Describe the
relevant provisions.

Under Canadian privacy legislation, there are both mandatory and
discretionary exceptions to the consent, use and disclosure of PIl. The
type of exceptions will depend upon the PII at issue, jurisdiction, and
whether an organisation is in the public or private sector. The specific
applicable legislation ought to be consulted to carefully determine if any
applicable exceptions exist. Some common types of exceptions centre
around PII related to an investigation, national security, artistic or
literary purposes, study of research purposes, or protecting the health
or safety of individuals.

SUPERVISION

Judicial review

42 | Can PIl owners appeal against orders of the supervisory
authority to the courts?

As the enforcement powers of supervisory authorities in Canada are
very limited, organisations collecting, using and disclosing PIl do
not so much have a right of appeal against orders of a supervisory
authority, but rather a right to apply for a hearing before the courts.
Under Canada’s federal Personal Information Protection and Electronic
Documents Act (PIPEDA), after receiving a report from the Office of the
Privacy Commissioner of Canada (OPC), which is non-binding, or being
notified that the investigation of a complaint has been discontinued, a
complainant may, subject to certain limitations, apply to the Federal
Court of Canada for a de novo hearing regarding any matter in respect
of which the complaint was made or that is referred to in the OPC
report. The court has broad remedial powers, including the ability to
order the imposition of fines for noncompliance with certain provisions
of PIPEDA, correct an organisation’s practices or award damages to the
complainant.

In Alberta and British Columbia, organisations have the right,
exercisable within a prescribed time, to apply for a judicial review or
orders made under Alberta’s Personal Information Protection Act or
British Columbia’s Personal Information Protection Act. In Québec, an
individual may appeal orders made under Quebec’'s An Act Respecting
the Protection of Personal Information in the Private Sector to a judge
of the Court of Québec on questions of law or jurisdiction with respect
to a final decision.
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SPECIFIC DATA PROCESSING

Internet use

43 | Describe any rules on the use of ‘cookies’ or equivalent
technology.

Canada does not have specific legislation regulating ‘cookies’. Rather,
‘cookies’, are subject to Canada's Anti-Spam Legislation (CASL) and
privacy laws. Under CASL, express consent must be obtained prior to
installing any kind of computer program on another’s computer in the
course of commercial activity. To obtain express consent the purpose for
which consent is sought, the identity of the person seeking consent must
be identified. CASL also states that a person’s conduct can be an indica-
tion of express consent to the installation of ‘cookies’ if it is reasonable
to believe that the person has consented through their actions.

Under privacy laws, consent may be obtained through express or
implied. To the extent that the PIl is sensitive in nature, express consent
is required. If the PIl is non-sensitive in nature, implied (or opt-out)
consent is acceptable online behavioural advertising, provided that:

individuals are made aware of the purposes for the practice in a

manner that is clear and understandable;

individuals are informed of the purposes at or before the time of

collection, and are provided with information about the various

parties involved in online behavioural advertising;

individuals are able to easily opt out of the practice at or before the

time the information is collected;

the opt-out takes effect immediately and is persistent;

the information collected and used is limited, to the extent practi-

cable, to non-sensitive information; and

information collected and used is destroyed or effectively

anonymised as soon as possible.

Electronic communications marketing

L4 | Describe any rules on marketing by email, fax or telephone.

Unless an exception or exemption applies, it is unlawful under CASL to
send, or cause or permit to be sent, a commercial electronic message
(defined broadly to include text, sound, voice or image messages) to an
electronic address, unless the recipient has provided express or implied
consent and the message complies with the prescribed form and
content requirements, including containing an unsubscribe mechanism.

CASL also prohibits the installation of software on a person’s
computer without the consent of the device’s owner. A person is consid-
ered to have consented to the software installation if their conduct is
such that it is reasonable to believe they consented to the software
installation. CASL does not apply to a person or business who installs
software on their own computer, for example, or to updates, patches or
bug fixes.

Cloud services

45 | Describe any rules or regulator guidance on the use of cloud
computing services.

There are no specific rules or legislation that governs the processing
of PIl through cloud computing services. However, the OPC, in conjunc-
tion with the Offices of the Information and Privacy Commissioner of
Alberta and British Columbia, has developed guidance documentation
to provide organisations with general information on cloud computing,
to help them understand the privacy implications and responsibilities
associated with PIl being handled by a cloud provider, and to offer some
suggestions to address privacy considerations in the cloud.
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UPDATE AND TRENDS

Key developments of the past year

46 | Are there any emerging trends or hot topics in international
data protection in your jurisdiction?

There is a widely held belief that Canada’s privacy laws are in need of
reform. In 2019, the government of Canada released a Digital Charter
Action Plan proposing to reform and modernise Canada's federal
Personal Information Protection and Electronic Documents Act. The
Digital Charter set out 10 principles that the government intends to
use as the foundation for its reforms, including giving Canadians more
control over their data and enhancing enforcement powers. As of this
date, there has been no legislation passed to implement any changes.

The government of Canadian also currently studying reforms to
the Privacy Act.

In British Columbia, a special committee has been appointed to
review British Columbia’s Personal Information Protection Act and to
submit a report of its findings to the provincial government.

In Québec, the provincial government recently announced plans
to modernise Quebec’'s Act Respecting the Protection of Personal
Information in the Private Sector. It is expected that these reforms will
model privacy standards similar to those found in the European Union’s
General Data Protection Regulation.

*  The writers would like to acknowledge Bryan A Tait - articling
student, for his contributions to the preparation of this chapter.
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